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1.1 Background
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This document describes the basic technical prerequisites for termination of emergency calls using the

SIP interface between SOS Alarm and directly connected voice service providers (VSP).

Initially (phase 1) functionality and infrastructure is established with SOS Alarm to be able to receive

emergency calls directly from VVSPs using SIP in accordance with ApG ITS25.

| |
I Fixed Voice |
| Service Provider sIP |
| (IP) |
| |
.'l“‘
T e N o |
5 Emergency 5 | : F'xpfd or Mo_bﬂe : Transiting |
b aaller T I Voice Service prneee VSP SIP |
: | : Provider (TDM) : |
T
| |
| Mobile Voice |
| Service Provider sip |
| (IP) I
A Public Communication Networks =™~ ™™ ™" >
NTP SOS-NTP

Gateway | .

PSAP

Emergency Services

Figure 1, Overview, SIP-interconnect directly to SOS Alarm.

Interfaces related to dotted lines and boxes are out-of-scope

This document is currently only applicable for phase 1.

A V'SP that wants to establish a SIP Interconnect to SOS Alarm must connect at the IP layer (IP
Interconnect) at the POPs where SOS Alarm is present and must have an established IP peering
relationship with SOS Alarm that allow the exchange of IP traffic.

1.2 Abbrevi

ations

3GPP 3 Generation Partnership Project
AS Autonomous System

BGP Border Gateway Protocol

CAC Call Admission Control

© SOS Alarm Sverige AB



4

Sos Dokumentnamn: Version: Sida:
’ SOS Alarm IP/SIP Interconnect Specification 1.0 6 (15)

v Alarm Utférdat av: Giller vid enhet/er: Datum:
Per Palm Enhet/Hela SOS Alarm 2018-05-23
Godkint av: Dokumentigare: Informationsklass:
Titel Titel Oppen
CLIR Calling Line Identification
Restriction
DSCP DiffServ Code Points
EENA European Emergency Number
Association
IETF Internet Engineering Task Force
IP Internet Protocol (v4 och v6)
ISUP ISDN User Part
IX Internet eXchange
NG112 Next Generation 112 (EENA)
OIR Originating Identification Restriction
PoP Point-of-Presence
QoS Quality of Service
RTCP Real-time Control Protocol
RTP Real-time Protocol
SBC Session Border Controller
SDES SDP Security Descriptions for Media
Streams
SDP Session Description Protocol
SIP Session Initiation Protcol
SRTP Secure Real-time Transport Protocol
SRTCP Secure Real-time Transport Control
Protocol
SS7 Signalling System 7 (ISUP)
TCP Transmission Control Protocol
TLS Transport Layer Security
UDP User Datagram Protocol
URI Uniform Resource Identifier
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V'SP Voice Service Provider (as defined by
ITS ApG25)

2. Interface specification — SIP Interconnect

SOS Alarm is using two fully redundant signalling and media nodes for the SIP Interconnect. SOS
Alarm may increase the number of nodes if needed.

VSPs that want to send emergency calls directly to SOS Alarm using this SIP Interconnect must
connect to all signalling nodes and share load between them.

This specification implies that a directly connected V'SP is one of the actors described in Figure 1, i.e.
Fixed, Mobile or Transiting VSP. VSPs not directly connected to SOS Alarm are out of scope of this
specification. How emergency calls are handled from VSPs not directly connected to SOS Alarm, i.e.
via Transiting VSP, is a matter of agreement between the Originating and Transiting VSP.

Technical requirements, Signalling (SIP)
(M) = Mandatory

(M) RFC 3261, Session Initiation Protocol

RFC 3262, Reliable provisional responses in SIP

RFC 3263, Locating SIP Servers

(M) RFC 3264, An Offer/Answer model with SDP

(M) RFC 3311, The SIP UPDATE method

(M) RFC 3323, A Privacy mechanism for the Session Initiation Protocol (SIP)
(M) RFC 3325, Private Extensions for Asserted Identity within Trusted Networks
RFC 3326, The Reason Header field for the Session Initiation Protocol (SIP)
RFC 3966, The tel: URI for Telephone Numbers

(M) RFC 3986, Uniform Resource Identifiers (URI): Generic Syntax

(M) RFC 4566, SDP: Session Description Protocol

RFC 4568, SDP Security Descriptions for Media Streams (SDES)

TCP over IPv6 or IPv4 must be used as transport protocol for SIP.

Multipart MIME content in the SIP body, as defined in RFC 2046, must be supported.

Technical requirements, Media (RTP)
(M) = Mandatory

(M) RFC 3550, Real-time Transport Protocol (RTP)

(M) RFC 3550, Real-time Transport Control Protocol (RTCP)

(M) RFC 3551, RTP Profile for Audio and Video Conferences with minimal control
RFC 3711, Secure Real-time Transport Protocol (SRTP)

RFC 3711, Secure Real-time Transport Control Protocol (SRTCP)
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e (M) ITU-T G.711 Audio codec G.711 PCMA
o (M) 20 ms packetization time (G.711 PCMA)

Initially (phase 1) the only supported and negotiated media type is audio.

Media types, codecs and packetization times are indicated by each SIP endpoint in accordance with
the SIP SDP Offer / Answer model.

Additional audio codecs, packetization times and media types than the ones listed above may be
offered and used depending on what is negotiated as supported during the SIP SDP Offer / Answer
exchange as well as agreements between SOS Alarm and each connecting VSP.

SOS Alarm does not support transcoding and / or transrating.

The list of allowed audio codecs, packetization times, attributes and media type may be filtered by
SOS Alarm in agreement with each connecting VSP.

UDP over IPv6 or IPv4 must be used as transport protocol for RTP/RTCP. For each emergency call
the same IP address family must be used both for session signalling (SIP) and media (RTP/SRTP).
The usage of different IP address families for signalling and media within the same emergency call is
not supported and will result in a rejected call setup.

Number format and localization information

The number and information formats that shall be used as well as how localisation information shall
be transferred when establishing an emergency call from the VSP to SOS Alarm is described in ITS
ApG 25.

3. Redundancy and availability
If an emergency call attempt from the connecting VSP towards SOS Alarm fails, the connecting VSP
immediately must re-attempt to establish the call via an alternative SOS Alarm signalling node.

Connecting VSPs should perform availability checks towards SOS Alarm signalling nodes by using
SIP OPTIONS “ping”.

Connecting VSPs should use alternative emergency call routing paths, e.g. via other VSPs, if call
attempts towards SOS Alarm signalling nodes fails.

4. Test and verification
Before a connected VSP can start to send emergency calls via this SIP interconnect to SOS Alarm,
initial tests and verifications must be made. These tests may include control of correct number and
information format, correct transfer of location information as well as redundancy tests.

For emergency test calls, the following number / SIP URI may be used:

<sip:+46379112493@112.se>
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Each SIP interconnect is tested and documented separately.

5. IP Interconnect / Peering
SOS Alarm is connected to the Internet Exchange points run by Netnod in Stockholm and
Gothenburg. VSPs that want to send emergency calls to SOS Alarm via the Internet Exchange points
run by Netnod using this (S)IP Interconnect must connect to both POPs in Stockholm and Gothenburg
to guarantee redundant IP communication paths to SOS Alarms signalling and media nodes.

Version: Sida:
1.0 9 (15)
Datum:
2018-05-23

Informationsklass:
Oppen

SOS Alarm is connected to a logical separate network (emergency VLAN) on each 1X, making sure
Internet traffic is not affecting the emergency services provided by SOS Alarm.

The Internet Exchange points run by Netnod are not involved in the SIP signalling path and only
provide common peering points for IP interconnects.

Connecting VSP may re-use existing IP connections to each IX as long as that the quality and delivery
of the emergency calls not are affected by disruptions or traffic overload created by other types of

traffic.

Connected VSP

Emergency VLAN

IXA
Stockholm

IXB

! IXB i
i| Gothenburg i

Emergency VLAN

Stockholm ‘E\I'\
[ xa pb— 1

\ Gothenburg /
i i |
i i I

SOS Alarm

SOS-NTP

Figure 2, IP interconnect, 1X

Additionally, if requested by the VSP, direct interconnect to SOS Alarm, i.e. not via the IX points, is
available. Locations and technical details for direct IP interconnect connection is discussed with each

VSP.

Connected VSP

| Edge
Router

Edge
| | Router

SBCH1

SBC2

SOS Alarm

|
SOS-NTP

Figure 3, IP interconnect, direct (not via IX)

Directly connected VSPs must connect to both SOS Alarm nodes.

SOS Alarm will announce the relevant IPv4 and IPv6 prefixes using BGP.
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If connected via the Internet Exchange points, directly connecting VPS establishes an IP peering
relationship (IPv6 and/or IPv4) with SOS Alarm.

BGP peering
- Separate VLAN | "
FPC T 1
1 1 l
Router i IXA i \ Router
edge 1| Stockholm |1 | | Stockholm #1
1 1 l
R \ Lo
'Router! : IXB : ! Router
S __--+ edge | i| Stockholm |} | | Stockholm #2
- I I 1 1
Connected VSP | B [ TR !
C \\\\~\ [ 1 :
S rTtttt 1 1
TRouter! ________ L IX A P Go?t?gr:f)::r
! edge | '| Gothenburg | ! ! 9
[P ! ' | #1
1 1 l
/ i | Rout
Router x| outer
edge i | Gothenburg | | | Goth:gburg
Separate VLAN :

SOS-NTP

Figure 4, Detailed IP Interconnect / Peering, IX

a.a.a.a

b.b.b.b

SOS Alarm
internal
network

____________

If the VSP is directly connected to SOS Alarm, i.e. not transiting the 1X nodes, the design is basically
the same but the actual interconnection points will be different. SOS-Alarm will use the same BGP

and IP address information.

BGP peering

Router Router
edge Stockholm #1
\:\
S i
‘Routery e Router
s __-- edge | | Stockholm #2
- R ettt !
Connected VSP | B [ :
O gy | Router
~ : | T
' Reczjut:r bommoomoooooooo oo t---| Gothenburg
| &age #1
|
|
Router
F;%Ut:r : Gothenburg
9 | #2
]

SOS-

NTP

a.a.a.a

b.b.b.b

OWw

SOS Alarm
internal
network

Figure 5, Details IP Interconnect / Peering, direct (not via 1X)

Every IP interconnect is documented separately.

____________

Note! The IP prefixes announced by SOS Alarm using BGP must not be announced outside each
directly connected VVSPs network. Prefixes announced by SOS Alarm will include the BGP no export

community.
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To make sure that emergency calls are delivered reliably between the connecting VSP and SOS
Alarm, IP Diffserv QoS DSCP values, as defined by RFC 2474, must be set accordingly. The DSCP
values are to be set differently for signalling (SIP) and media (RTP/SRTP).

Traffic type DSCP value (binary) | DSCP value (decimal) Meaning
Signaling (SIP) 011010 26 AF31 (RFC 2597)
Media (RTP/SRTP) 101 110 46 EF (RFC 3246)

Note! If the correct DSCP values are not set, the traffic will be treated on a best effort basis.

6. SIP Interconnect
SOS Alarm will initially announce two redundant nodes for termination of SIP signalling and media.
One redundant node will be connected to Netnod IX in Stockholm and one redundant node will be
connected to Netnod IX in Gothenburg. Connectivity via additional IX nodes may be added.

VSPs using direct IP connections to SOS Alarm, i.e. not connecting IP layer via Netnod X, must
connect to both SOS Alarm nodes.

Connecting VSP should make all nodes reachable from each originating node in the VSP network and
apply load sharing between all SOS Alarm signalling nodes.

SOS Alarm is using the domain name 112.se. 112.se may be resolved into all SOS Alarm signalling
nodes in accordance with RFC 3263.

7. Security considerations
SOS Alarm will apply packet filtering and traffic limitation to keep the service running.

SOS Alarm will apply signalling and call admission control (CAC) in accordance with agreements
between SOS Alarm and connecting VSP.

SOS Alarm will apply DSCP / QoS marking of signalling (SIP) and media (RTP/SRTP) traffic.

SOS Alarm recommend that SIP signalling and media is protected with respect to confidentiality,
integrity and authenticity. This is implemented in accordance with separate agreement between SOS
Alarm and directly connected VSP.

8. Handling error scenarios
Connecting VSP should regularly (every 30-60s) check the availability of the SOS Alarm signalling
nodes using SIP OPTIONS ’ping”. By doing so, originating VSP may track the availability and status
of specific SOS Alarm signalling nodes and make sure that emergency calls are not sent to an SOS
Alarm node if already known that it may not respond or is out of service.

This check however, does not guarantee that an emergency call attempt will be successful.
Connecting VSP must apply fail-over policies to handle both the complete lack of SIP response and /
or the return of specific SIP error codes from SOS Alarm signalling nodes. Based on those error
conditions the connected VSP shall try to route the emergency call via an alternative path.

© SOS Alarm Sverige AB
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Connected VSP may adjust the SIP Timer B so that an emergency call establishment attempt is
handles as failed if no SIP response is received within 4s.

Error condition

An SOS Alarm signalling node is not responding when connected VSP is
trying to establish an emergency call (INVITE).

Recommended
action

As long as an alternative SOS Alarm node is available, retry the emergency
call establishment on that node.

Error condition

None of the SOS Alarm signalling nodes are responding when connected VVSP
is trying to establish an emergency call (INVITE).

Recommended
action

Reroute the emergency call to Telia fixed network for transit and termination.
See note below.

Error condition

An SOS Alarm signalling node responds with SIP error response codes
mutually agreed to retry on, e.g. 503 Internal Server Error.

Recommended
action

As long as an alternative SOS Alarm node is available, retry the emergency
call establishment on that node.

Error condition

All SOS Alarm signalling node responds with SIP error response codes
mutually agreed to retry on, e.g. 503 Internal Server Error.

Recommended
action

Reroute the emergency call to Telia fixed network for transit and termination.
See note below.

Note! As long as current mutual agreement exists between SOS Alarm and Telia fixed network, the
only VSP able to route calls to SOS Alarm alternative local connections is Telia fixed network.
Additionally, this currently makes Telia fixed network the only relevant VVSP to use as alternative
failure route for VSPs connected directly to SOS Alarm according to this specification as well.

The transiting of emergency calls via Telia fixed network is out-of-scope for this document and
defined by the agreements between Telia fixed network and each connecting VSP.

9. Future development (phase 2)

SOS Alarm is, in parallel to phase 1, working on the future development of the SIP interface in line
with the ongoing work within EENA/NG112/IETF/3GPP.

This work is handled in a separate project, phase 2. The proposed standards used in phase 2 will make
it possible for SOS Alarm to receive enhanced localisation information provided by the end user and /
or the originating VVSP in the SIP signalling. Phase 2 will also add the possibility to receive calls with
additional media types such as video, text and data.

This SIP Interconnect specifications currently is only applicable for phase 1 but will be updated in
accordance with Phase 2 at a later stage.

© SOS Alarm Sverige AB
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10. Emergency call examples (phase 1)
This chapter include some basic call flow for basic emergency call scenarios. They are mainly to be
seen as examples of successful emergency call setup.

Example 1 — Basic call

This is a basic call flow showing an incoming emergency SIP call from a connected V'SP establishing
a call towards the SOS Alarm SIP interface (SOS-NTP).

VSP SOS-NTP

INVITE sip:+46379112493@112.se SIP/2.0

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
Max-Forwards: 67

To: <sip:+46379112493@112.se>

From: <sip:+468123456789Qoperator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeq: 1 INVITE

Contact: <sip:sip.operator.se>

Content-Type: application/sdp

Content-Length: X

v=0

o=call 2890844526 2890844526 IN IP4 sip.operator.se
s=

c=IN IP4 1.2.3.4

t=0 0

m=audio 49170 RTP/AVP 0 8 101

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

SIP/2.0 180 Ringing

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
To: <sip:+46379112493Q@112.se>

From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeqg: 1 INVITE

Contact: <sip:sipl.ll2.se>

Content-Length: 0

A

SIP/2.0 200 OK

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
To: <sip:+46379112493Q@112.se>

From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeqg: 1 INVITE

Contact: <sip:sipl.l1l2.se>

Content-Type: application/sdp

Content-Length: Y

A

v=0

o=call 1 1 IN IP4 sipl.1ll2.se
s=

c=IN IP4 4.3.2.1

t=0 0

m=audio 49170 RTP/AVP 8
a=rtpmap:8 PCMA/8000

ACK sip:sipl.ll2.se SIP/2.0

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds9
Max-Forwards: 67

To: <sip:+46379112493@112.se>

From: <sip:+468123456789Qoperator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeqg: 1 ACK

Content-Length: 0

\/

Figure 6, Basic call setup

© SOS Alarm Sverige AB



4

Dokumentnamn: Version: Sida:
S0S

SOS Alarm IP/SIP Interconnect Specification 1.0 14 (15)
Al-a rm Utfiardat av: Giller vid enhet/er: Datum:

Per Palm Enhet/Hela SOS Alarm 2018-05-23

Godként av: Dokumentdgare: Informationsklass:

Titel Titel Oppen

Example 2 — Emergency call with CLIR/OIR

This call flow shows how an incoming SIP emergency call with restricted presentation (CLIR/OIR) is
established towards the SOS Alarm SIP interface (SOS-NTP)

VSP SOS-NTP

INVITE sip:+46379112493@112.se SIP/2.0

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
Max-Forwards: 67

To: <sip:+46379112493@112.se>

From: <sip:anonymous@anonymous.invalid>;tag=1928301774
P-Asserted-Identity: <sip:+468123456789Qoperator.se>
Privacy: id

Call-ID: a84b4c76e66710@sip.operator.se

CSeq: 1 INVITE

Contact: <sip:sip.operator.se>

Content-Type: application/sdp

Content-Length: X

>

v=0

o=call 2890844526 2890844526 IN IP4 sip.operator.se
s=

c=IN IP4 1.2.3.4

t=0 0

m=audio 49170 RTP/AVP 0 8 101

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

o SIP/2.0 180 Ringing
Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
To: <sip:+46379112493@112.se>
From: <sip:sip:anonymous@anonymous.invalid>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se
CSeq: 1 INVITE
Contact: <sip:sipl.l1l2.se>
Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8

To: <sip:+46379112493@112.se>

From: <sip:sip:anonymous@anonymous.invalid>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeq: 1 INVITE

Contact: <sip:sipl.ll2.se>

Content-Type: application/sdp

Content-Length: Y

A

v=0

o=call 1 1 IN IP4 sipl.1l1l2.se
s=

c=IN IP4 4.3.2.1

t=0 0

m=audio 49170 RTP/AVP 8
a=rtpmap:8 PCMA/8000

ACK sip:sipl.ll2.se SIP/2.0

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds9
Max-Forwards: 67

To: <sip:+46379112493@112.se>

From: <sip:sip:anonymous@anonymous.invalid>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeq: 1 ACK

Content-Length: 0

\/

Figure 7, Basic call setup with restricted presentation (CLIR/OIR)
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This call flow shows how an incoming SIP emergency call with 100rel/PRACK is established towards
the SOS Alarm SIP Interface (SOS-NTP).

VSP

SOS-NTP

INVITE sip:+46379112493@112.se SIP/2.0

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
Max-Forwards: 67

To: <sip:+46379112493@112.se>

From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeq: 1 INVITE

Supported: 100rel

Contact: <sip:sip.operator.se>

Content-Type: application/sdp

Content-Length: X

>

v=0

o=call 2890844526 2890844526 IN IP4 sip.operator.se

s=

c=IN IP4 1.2.3.4

t=0 0

m=audio 49170 RTP/AVP 0 8 101

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

SIP/2.0 180 Ringing

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
To: <sip:+46379112493@112.se>

From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeq: 1 INVITE

Require: 100rel

RSeq: 1 1 INVITE

Contact: <sip:sipl.l12.se>

Content-Type: application/sdp

Content-Length: Y

-

v=0
o=call 1 1 IN IP4 sipl.l1l2.se
s=
c=IN IP4 4.3.2.1
t=0 0
m=audio 49170 RTP/AVP 8
a=rtpmap:8 PCMA/8000
PRACK sip:sipl.l12.se SIP/2.0
Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds9
Max-Forwards: 67
To: <sip:+46379112493@112.se>
From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se
CSeq: 2 PRACK
Rack: 1 1 INVITE
Content-Length: 0

< SIP/2.0 200 OK

- Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
To: <sip:+46379112493@112.se>
From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se
CSeq: 2 PRACK
Contact: <sip:sipl.1l1l2.se>
Content-Length: 0

< SIP/2.0 200 OK
Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds8
To: <sip:+46379112493@112.se>
From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se
CSeg: 1 INVITE
Contact: <sip:sipl.ll2.se>
Content-Length: 0

ACK sip:sipl.ll2.se SIP/2.0

Via: SIP/2.0/TCP sip.operator.se;branch=z9hG4bKnashds9
Max-Forwards: 67

To: <sip:+46379112493@112.se>

From: <sip:+468123456789@operator.se>;tag=1928301774
Call-ID: a84b4c76e66710@sip.operator.se

CSeq: 1 ACK

Content-Length: 0

Figure 8, Basic call setup with 100rel/PRACK
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